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A. General. As mMore and more departmental computers are used for day-to-day operations, more University information is stored electronicallyUniversity records (as defined in 65.02 A-1) are being stored in electronic format. Information, regardless of where it is stored, is a University asset. Given the significant and steadily growing financial investment the University has made in departmental computers, and the steadily increasing amount of information being stored on these computers, it becomes incumbent upon UI to ensure the protection of information as an asset and to ensure the protection of the University’s financial investment in decentralized computers.Records, regardless of where and how they are stored, are University assets, and are subject to the same policies. Electronically stored records have some characteristics that require considerations that do not apply to paper, microfilm, or other visually accessible media.
A-1.  Metadata defined. Metadata is information about a record.  For example, date of record creation, date of email receipt, file format, record series, a ‘record contains sensitive information’ flag, are all potential metadata fields.  Some metadata fields (file creation date, file last modified date, etc.) are frequently attached to electronic document types without user intervention.  Others may require user interpretation and input.
A-2.  Electronic Record Maintenance.  Electronically stored records must be able to be recreated or reproduced in a reasonable facsimile to their original appearance as they existed at the time of creation or initial transmission, including metadata and associated information (email attachments, linked documents, etc), for the life of the record.  Specific procedures related to this are outlined in 65.06 (B-3-1) and (B-3-2). 
B. Process. The administrator of each university area, department or administrative unit, is responsible for management of records generated by, or in the custody of, the entityorganizational unit, regardless of the media or manner in which the records are stored. Management of records includes the following considerations: 
B-1. Departmental Retrieval Standards. Establishes and documents departmental standards for file organization and directory naming to ensure effective retrieval mechanisms for university information. Records Indexing. Departments shall be aware of what electronic records they have generated or are in their custody, and shall be able to provide a complete inventory of those records to University Counsel within 10 working days, upon receipt of an inventory request.

B-2. Data Security. Establishes and documents measures for protecting sensitive or critical University information from disclosure. Inherent in this responsibility is the need to define data that requires protection from unauthorized disclosure. 
Records Management principles applied to electronically stored records.  All departments are responsible for managing their records [see APM 65.02 (A-3)].  This section sets out best practices for electronically stored records. 
B-2-1. Data Security. Departments should establish and document measures for protecting sensitive or critical University information from disclosure. Inherent in this responsibility is the need to define data that requires protection from unauthorized disclosure. 
B-2-2. Departmental Record Continuity. Departments should develop documentation of department specific systems, such as data bases, spreadsheets or customized applications, and should provide for the future use of those records by keeping media and necessary software current for the retention period of the records in question. 
B-2-2-1. Electronic Media Migration. For electronically stored records, the need to be able to recreate the record [See 65.06(A-2)] means that the record must from time to time be moved from one storage media to another to prevent media obsolescence from rendering the records unreadable.  Electronic records should be migrated to new media no less frequently than every 3 years.  The destination media shall be designated the record copy, and the source media should be destroyed upon verification of the data integrity of the destination media.
B-2-2-2.  Software Migration. Electronically stored records are frequently dependent on software for interpretation and display. For example, Microsoft PowerPoint documents are not legible without a compatible version of Microsoft PowerPoint.  In order to be able to recreate a facsimile of the record [See 65.06(A-2)], records should from time to time be migrated to a currently available software package.  Electronic records dependent on software to interpret and display them should be migrated to current software packages no less frequently than every 3 years.
B-3. Backup Files and Disaster Recovery. Establishes and documents procedures for file backup to protect university information from hardware malfunction, accidental erasure or disaster. 
Electronically stored records shall be protected from hardware malfunction, accidental erasure, and disasters which may render the records unavailable.
B-3-1.  Records stored on central servers.  The preferred mechanism for electronic record storage is to store records on central servers provided by the department of Information Technology Services (ITS), which performs backups and disaster recovery services on those servers.  Departments shall inform ITS of the nature of the records that they wish to store, and work with ITS and the department of Records Management to find a suitable location and mechanism to store those records.  
B-3-2.  Records stored on local machines.  University records shall not be stored on local machines without the express written permission of either University Counsel or the department of Records Management.
B-4. Departmental Continuity. Develops documentation of department specific systems, such as data bases, spreadsheets or customized applications, to insure continuity of operation. 
B-5. Safeguarding Computer Hardware. Institutes measures for the protection of hardware on which university information resides. 
B-64. Legal Compliance. Protects Departments shall protect the University from liability by working with the department of Records ManagementCenter to ensure that the department is in compliance with laws and policies concerning electronic recordkeeping practices, and as needed or requested shall also work with the Office of General Counsel. 
C. Procedures. The following guidelines are provided to ensure proper electronic recordkeeping processes are being followed. These guidelines recommend a useful alphabetic model, but the classifications are not meant to dictate a single formula for all university departments. 
C-1. Naming Electronic Files and Directories. [Under review] 
C-2. User File Security. Once a department has identified those data or records which contain confidential or sensitive data, a password protection scheme should be devised. Standard software products supported by Information Technology Services (ITS) each provide a method by which files can be password-protected. The procedures for using password protection can be found in the specific software manuals. Assistance will also be provided by the ITS Help Desk at (208) 885-2725. 
C-3. User File Backup. To protect university information from accidental erasure, hardware malfunction, or disaster, file back-up procedures should be instituted. Departments should determine a regular back-up schedule and assign someone in the department with the responsibility of seeing that the back-ups are being performed. Back-up service for computer files can also be purchased by departments through ITS. In developing a regular schedule, consider the following: 
i) Frequency of Back-ups. This determination should be based on: 
· The frequency with which changes to the system are made; 
· The volume of changes made; and 
· The importance of the data to the function of the office. 
ii)Number of Back-ups. The general rule for good back-up procedures dictates there should be three (3) generations of back-up. For instance, data backed up on a daily basis would have back-up versions for three consecutive days. On the fourth day, the oldest back-up version would be overwritten by that day’s back-up procedure. 
C-4. Provisions for Off-site Storage. The need for off-site storage is determined by the department. The department must decide what information is necessary to resume operations in the event of a disaster, i.e., fire or flood. It is incumbent upon the department to select a back-up and off-site storage schedule (daily, weekly or monthly) that protects the department and the University from loss of information necessary to the function of the department. 
C-5. Help in Arranging Off-Site Storage. For records where the official permanent copy is in an electronic format (i.e., computer cartridge, magnetic tape, computer output microfiche, CD ROM; also microfilm, audio recordings and video tapes), the Records Center will arrange for university departments to store a vital records copy off-site at a permanent storage facility with a 24-hour-advance retrieval policy. Please contact the Records Center at (208) 885-2580 for information about this service. 
C-6. Hardware Protection. Departments must determine whether their computers are vulnerable to theft. Having made that determination, departments should institute measures for protection of system hardware. One way to secure equipment is to physically attach it to other permanent furnishings, i.e., your desk or table. The university’s lockshop will secure your hardware in this manner, or the ITS Help Desk can direct you to information on security devices which can be installed by the department. 
C-7. Electronic Records Systems Documentation. Documentation of departmental electronic recordkeeping systems must be available for departmental personnel. Presently, it is a major concern of the Records Center that very few departments operating in-house databases have established a formal set of documentation with standards and style guidelines so departmental computing systems can be easily continued or converted in the event that key computer users are no longer available to operate them and train others. 
C-8. Supported Software. For the protection of UI information dependent on supported software, the following applies. In the departmental office procedures manual, in a section devoted to electronic recordkeeping, the following should be included: 
· The location of software diskettes and their back-up copies along with the location of software documentation. 
· The back-up recovery procedure used by the department. 
· The sub-directory and file-naming standards used by the department. 
· A list of the data bases and spreadsheets that support departmental functions. This should include a description of the application and its purpose, a listing of spreadsheet cell formulas, listings of database field names, and a definition of any macros or programs that run in conjunction with the supported spreadsheets and databases. 
· In the case of non-supported vendor software or internally developed software, the above also applies, but in addition should include instructions on departmental use of the software. 
C-9. Protection from Liability. Departmental management must insure that their electronic recordkeeping practices are enforced, both in terms of compliance with University records retention policies and state and federal privacy and access statutes. [See 65.02 (C)] The Family Educational Rights and Privacy Act of 1974 grants to students certain rights, privileges, and protections relative to student educational records that are maintained by the University. Since this legislation is aimed directly at educational institutions, University departments must make a special effort to be aware of its impact on departmental recordkeeping, not overlooking electronic information. 
C-10. Retention of Electronic Records. The Records Center is developing retention guidelines for electronic records as well as paper records. Since a growing volume of UI information is maintained by departments on a variety of electronic media, it is important that the enforcement of approved retention schedules, and the development of new retention schedules, apply to all formats of a record. If the paper records are destroyed but the electronic data for the same record have not been destroyed, then this selective disposition has increased UI’s level of liability. 
C-11. Data Source Identification. Official university data can only have its source in the department of record. For example, the source of official university data on student grades is in the Registrar’s Office; the source of official university data on retirement information resides with Human Resource Services. All electronic documents or reports which contain official university data and is produced in offices other than the “office of record,” must state clearly its office of origin. 
DC. Information. To receive forms or for consultation, visit or contact the Records Management Office, SUB (Student Union Building) Room 53, Moscow, Idaho 83844-4247. Telephone (208) 885-2580, or (fax) (208) 885-9255. See also the Records Center web site at http://www.uidaho.edu/rcdmngmt.
