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A. General. Using computers has become part of our daily work.  They are used to compile and store large amounts of data and information.  This move from hand written and typed format to the electronic format of computers has presented us with serious records considerations.   Information, regardless of where it is stored, is a University asset.  These assets are frequently  records that must be treated in the same manner as their paper counter parts.  It is therefore the responsibility of departmental personnel to safe guard these records for future use.  These electronic records are subject to the same retention guidelines as records in other formats. They also need to be inventoried as other formats and assigned appropriate retention periods.  Electronic records must also be made available to meet the Idaho Public Records Law requirements.  The process and procedure below are established for the protection and availability of electronic records.  If these cannot be followed then electronic files that are records are required to be printed and filed as physical records.  Although it is a best pratice to safeguard your work against loss and potential recreation, the following does not require non-record electronic files to be printed and filed.
B. Procedures. The administrator of each department or administrative unit, is responsible for management of electronic records generated by, or in the custody of, the entity. Management of electronic records includes the following considerations: 

B-1. Departmental Retrieval Standards. Establishing and documenting departmental standards for file organization and directory naming to ensure effective retrieval mechanisms for university information.  It is recommended that electronic records storage mirror that of paper filing.
B-2. Data Security. Establishing and documenting measures for protecting sensitive or critical University information from disclosure. Inherent in this responsibility is the need to define data that requires protection from unauthorized disclosure. 

B-3. Backup Files. Establishing and documenting backup procedures to protect university information from hardware malfunction, accidental erasure, disaster or theft. 

B-4. Departmental Continuity. Development and documentation of department specific systems, such as data bases, spreadsheets or customized applications, to insure continuity of operation. 

B-5. Safeguarding Computer Hardware. Institutes measures for the protection of hardware on which university information resides in accordance with policy and procedure. 
B-6. Retention of Electronic Records. All electronic records have retention requirements as well as paper records. Since a growing volume of UI information is maintained by departments on a variety of electronic media, it is important that the departments consider retention when instituting electronic records procedures. 
B-7. Data Source Identification. Official university data can only have its source in the department of record. For example, the source of official university data on student grades is in the Registrar’s Office; the source of official university data on retirement information resides with Human Resource Services. All electronic documents or reports which contain official university data and is produced in offices other than the “office of record,” must state clearly its office of origin. 







· 
· 
· 






· 
· 
· 
· 
· 



C. Information. For additional information or consultation, or to obtain records management forms, contact the Records Management Office, SUB (Student Union Building) Room 53, Moscow, Idaho 83844-4247, (208) 885-2580 or records@uidaho.edu.  All forms are also on the Records Management web site: http://www.uihome.uidaho.edu/rcdmngmt .
