PAGE  
UI FACULTY-STAFF HANDBOOK
Chapter I: History, Mission, General Organization, and Governance
Section 1460: University-Wide Policy Development Statement and Process
July 2006

_____________________________________________________________________________________________


[image: image1.png]/% Universityofldaho




 POLICY COVER SHEET

(See Faculty Staff Handbook 1460 for instructions.)

[7-06]

Faculty/Staff Handbook [FSH] ( Addition ( Revision* ( Deletion* ( Emergency

 Minor Amendment ( 

 Chapter & Title: 



Administrative Procedures Manual [APM] ( Addition ( Revision* ( Deletion* ( Emergency
 Minor Amendment ( 

Chapter & Title: 
Chapter 30.14 – Computing & Communications




Proactive UI Network Security Measures

All policies must be reviewed, approved and returned by a policy sponsor, with a cover sheet attached to apm@uidaho.edu or fsh@uidaho.edu respectively.

*Note: If revision/deletion request original document from apm@uidaho.edu or fsh@uidaho.edu, all changes must be made using “track changes.” 

Originator:  Harvey Hughett, ITS

 (Please see FSH 1460 C)

Telephone & Email:  885-7880, hughett@uidaho.edu


Policy Sponsor: (Could be the originator.)  Harvey Hughett, ITS

Telephone & Email:  885-7880, hughett@uidaho.edu
I.
Policy/Procedure Statement: Briefly explain the purpose of proposed addition, revision, and/or deletion to the Faculty/Staff Handbook or the Administrative Procedures Manual.

This is a new policy that outlines the action taken in the event of a security threat to the UI network. 

The policy was crafted by the UI Work Group on Campus Computing and recommended on October 3, 2005. The President’s Cabinet reviewed the proposal not long afterwards and gave endorsement.

THIS POLICY SHALL BE EFFECTIVE IMMEDIATELY
II.
Reason/Rationale: Reason this addition, revision, and/or deletion is necessary, if different than above?
The university needs to eliminate threats to the information network in order to maintain the integrity of its electronic data.  Threats can include levels of activity that can cause serious network performance degradation; unauthorized network access; intentional computing attacks; and confidential data gathering.  The university needs to take immediate action to minimize the destruction that threats can cause.
III.
Fiscal Impact: What fiscal impact, if any, will this addition, revision, or deletion have?
This policy will decrease the risks and resulting amounts of money that would be required to compensate and loss of goodwill incurred for the destruction caused by a security incident.  
IV.
Related Policies/Procedures: Describe other policies or procedures existing that are related or similar to this proposed change. 
APM 30.32 – Computer Security Violations – addresses the ramifications of persons knowingly accessing, computer systems, computer networks for the purpose of fraud, descruction, etc. is forbidden.  This section also has a link to the “University of Idaho Computer Use Policy” located at www.uidaho.edu/policy/ 
V.
Effective Date:
 This policy shall be effective on July 1, or January 1, whichever arrives first after final approval (see FSH 1460 D) unless otherwise specified in the policy.

____________________________________
( Approve ( Disapprove 
Policy Coordinator 


If not a minor amendment forward to: ___________________________________________



Track # __UP-07-028





DATE: __1/21/07___





Posted: ____________
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