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[7-06]

Faculty/Staff Handbook [FSH] ( Addition ( Revision* ( Deletion* ( Emergency

 Minor Amendment ( 

 Chapter & Title: 



Administrative Procedures Manual [APM] ( Addition ( Revision* ( Deletion* ( Emergency
 Minor Amendment ( 

Chapter & Title:  Chapter 30.13 – Computing & Communications

                                          Networked Computing Device Standards

All policies must be reviewed, approved and returned by a policy sponsor, with a cover sheet attached to apm@uidaho.edu or fsh@uidaho.edu respectively.

*Note: If revision/deletion request original document from apm@uidaho.edu or fsh@uidaho.edu, all changes must be made using “track changes.” 

Originator:  Harvey Hughett, ITS

 (Please see FSH 1460 C)

Telephone & Email:  885-7880, hughett@uidaho.edu


Policy Sponsor: (Could be the originator.)  Harvey Hughett, ITS

Telephone & Email:  885-7880, hughett@uidaho.edu
I.
Policy/Procedure Statement: Briefly explain the purpose of proposed addition, revision, and/or deletion to the Faculty/Staff Handbook or the Administrative Procedures Manual.

This is a new policy that addresses the security standards and procedures that need to be followed in order to connect any device to the UI network. The policy was crafted by the UI Work Group on Campus Computing and recommended on October 3, 2005. The President’s Cabinet reviewed the proposal not long afterwards and gave endorsement.

THIS POLICY SHALL BE EFFECTIVE IMMEDIATELY
II.
Reason/Rationale: Reason this addition, revision, and/or deletion is necessary, if different than above?
This policy is needed to sustain the integrity of the network, preserve information privacy, preserve information resources against malicious intent, and ensure reliable access to data on the network.

III.
Fiscal Impact: What fiscal impact, if any, will this addition, revision, or deletion have?
Departments that have devices that are connected to the network will need to have up-to-date virus and firewall software purchased and installed. 
IV.
Related Policies/Procedures: Describe other policies or procedures existing that are related or similar to this proposed change. 
ITRMC P1060 – Employee Personal Computer Use.  This policy says “users are to ensure access to personal computers are secure…”.  It does not explain any security standards or other guidelines for keeping computers secure.
ITRMC  P4520 -  Patching & Vulnerability Management.  This policy addresses procedures for regular security patching.  The proposed policy does not conflict with the ITRMC policy.
V.
Effective Date:
 This policy shall be effective on July 1, or January 1, whichever arrives first after final approval (see FSH 1460 D) unless otherwise specified in the policy.

____________________________________
( Approve ( Disapprove 
Policy Coordinator 


If not a minor amendment forward to: ___________________________________________
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